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Project Description
The Commerce Business System (CBS) is the Department’s enterprise financial management system.  It is implemented in all Commerce operating units, except the U.S. Patent and Trademark Office (USPTO) and the National Technical Information Service (NTIS) which have their own systems.  

CBS provides accurate and timely information to support operating, budget, and policy decisions within Commerce.   CBS consists of a Core Financial System (CFS) interfaced with standard Commerce-wide administrative systems for small purchases, bankcards, time reporting and labor cost distribution, data warehouse, and corporate database.  When required, additional interfaces are added to the system such as an interface for grants and standard interfaces for accounts payable and accounts receivable.

CBS enables Commerce to meet the requirements of the Chief Financial Officers Act  (CFO Act) of 1990, P.L. 101-576;  the Federal Financial Management Improvement Act of 1996, P.L. 104-208; and Office of Management and Budget (OMB) Circular A-127, Financial Management Systems.  CBS supports the financial functions required to track financial events, provide financial information important for the financial management of Commerce and its operating units, and required for the preparation of financial statements, and to allow Commerce to continue receiving clean financial audit opinions.

CBS includes multiple applications that are integrated through the common CBS database or are electronically interfaced, as necessary, to meet data and processing requirements.   CBS hardware and software platforms currently reside at four locations -- the CBS Support Center in Gaithersburg, Maryland; the Census Computer Center in Bowie, Maryland; the National Institute of Standards and Technology (NIST) in Gaithersburg, Maryland; and National Oceanic and Atmospheric Administration (NOAA) Data Center in Landover, Maryland. 

In addition, CBS also includes the CSC Portal and the Modernization Blueprint Portal which are extensions of CBS and allow end users to further analyze financial data and obtain information regarding CBS.  The CSC Portal is an Oracle Portal that supports the CSC in operating and maintaining the CBS application and serves as a gateway to the Modernization Blueprint (MB) Portal, which is accessed via the CSC Portal.  The MB Portal is a module within the CSC Portal, which supports the Commerce’s Modernization Blueprint Initiative and facilitates program/financial analysis and decision making.  

Changes to the CBS system and the CSC infrastructure are tracked in the CBS Application Requests Tracking System (CARTS) application.  CARTS is the change management application currently used at the CSC to create and track AR (Activity Request) tickets, SR (Service Request) tickets, and CR (Change Request) tickets.  There is a custom workflow solution implemented for the ARs, SRs and CRs.  CARTS was created using Serena Software’s TeamTrack Version 6.6.1 application.  CARTS is used by the CBS software developers, testers, CSC Software Configuration Management team, functional leads and managers to track changes to the application code, documentation plus network and hardware configurations for the CSC.

This PIA has been developed to comply with the requirement in Section 208 of the E-Government Act of 2002 (44 U.S.C. 36) and the Department of Commerce IT Privacy Policy.
1.    What information is to be collected (e.g., nature and source)?
As an integrated financial management system, CBS contains budgetary and financial data that may relate to the activities of individual employees and businesses, such as government purchase card transactions, budget operating plans, federal employee labor and travel expenses, vendor identification for requisitions, obligations, payables and receivables, and grants transactions.

CBS collects, uses, and maintains both personally identifiable information (PII) and business identifiable information (BII), including:

a. Social security number (SSN) or its equivalent, e.g., Employer Identification Number (EIN) or TIN (Taxpayer Identification Number). 

b. Names of individuals, e.g., employee, vendor, customer, taxpayer, cardholder, system user, and others.

c. Date and Place of Birth.

d. Mother’s maiden name.

e. Address and contact information. 

f. Bank routing number and individual bank account or electronic funds transfer (EFT) number. 

Data is either manually entered by users under controlled access or fed into CBS system modules from interfaces with external data sources.    

2.    Why is the information being collected (e.g., to determine eligibility)?
Reasons for collecting the information:

g. Social security number (SSN) and/or taxpayer identification number (TIN) identify an individual and “sole proprietor” business where the SSN is used as the identifier or the TIN, whichever is appropriate.  A Taxpayer Identification Number (TIN) is a nine-digit number, which is either an Employer Identification Number (EIN) assigned by the Internal Revenue Service (IRS) or a Social Security Number (SSN) assigned by the Social Security Administration (SSA).  Agencies are required to collect TINs [Debt Collection Improvement Act, 31 U.S.C. 7701(c)] and to include the TIN in vouchers submitted for payment [31 U.S.C. 3325 (d)]. 
h. Name needed to identify an individual and business, name is also part of the criteria to identify a vendor to determine eligibility for registration in the government-wide Central Contractor Registration (CCR).
1. Name is needed to identify individuals who require access to secure content on the CSC Portal as part of the user account registration process.

2. Name is needed to identify individuals who require access to the MB Portal as part of the user account registration process.  In addition, name is also needed to identify points of contact for Commerce programs and initiatives in order to obtain additional information regarding program status and cost.

3. Name is needed to identify individuals who require access to the CARTS application as part of the user account registration process.

i. Date and Place of Birth and Mother’s maiden name validates the identity of an individual.

j. Address and contact information are required to contact the individual or business, and also to verify the identity of a vendor during CCR eligibility determination. 

4. Contact information (i.e., Commerce issued e-mail address and phone number) is needed to identify individuals who require access to secure content on the CSC Portal as part of the user account registration process.

5. Contact information is needed to identify individuals who require access to the MB Portal as part of the user account registration process.  In addition, contact information (i.e., Commerce issued e-mail address and phone number) is also needed to so Commerce executives and program management staff can contact identify points of contact for Commerce programs and initiatives in order to obtain additional information regarding program status and cost.

6. The only additional contact information required for CARTS access is the user’s e-mail address which is used for e-mail notification from the CARTS application for any workflow updates and task assignments.

k. Bank routing number and individual bank account or electronic funds transfer (EFT) number identify the individual or business and process financial transactions, such as payments.
3.    What is the intended use of the information (e.g., to verify existing data)?
The information is used to ensure that financial transactions are conducted in a timely and accurate manner, to protect against fraudulent transactions, and to generate and maintain financial management data adequate to meet acceptable accounting and auditing standards. 

The information collected for the CSC Portal is used for granting user access.  

Information collected in the MB Portal is used for granting user access and to identify points of contact for program implementations for use in obtaining additional information regarding Commerce programs.

The information collected for the CARTS application is used for granting user access.  

4.   With whom will the information be shared (e.g., another agency for a specified programmatic   purpose)?
CBS passes grant information to the Federal Reserve Bank of Richmond (FRBR) via a standard interface into Treasury’s Automated Standard Application for Payments (ASAP).  CBS passes vendor payment information to Treasury using the Connect:Direct software application.  Both of these interfaces use controlled, dedicated tools and connections.

Information collected for the CSC Portal is used for user account registration.  Information collected in the MB Portal is shared across Commerce senior management and program management staff to facilitate decision making, provide program status updates, and share knowledge across the organization.  In addition, information is also used for user account registration purposes.

Information collected for the CARTS application is used for user account registration only and not shared with anyone else.

5.   What opportunities do individuals have to decline to provide information (i.e., where providing information is voluntary) or to consent to particular uses of the information? 
CBS does not interface directly with individuals.  All PII and other individual information are received through interfaces from other systems that may collect information directly from individuals.  
PII information collected and stored in the CSC Portal (i.e., user account information including name and contact information – office phone and email address) is collected via the CSC Portal User Application Form and entered by authorized personnel.  Users do not have an opportunity to decline  submission of this standard information.

PII information collected and stored MB Portal (i.e., names of program managers, program owners, user account information, etc.) is entered directly by end users.  Individuals do not have an opportunity to decline to provide information but the information collected is only “lightly sensitive”.

PII information collected and stored in the CARTS application (i.e. user account information including name and contact information) is collected via the CSC Portal User Application Form and entered by authorized personnel.  Users do not have an opportunity to decline to provide information.

6.   How will the information be secured (e.g., administrative and technological controls)?
Security is implemented in CBS in accordance with the Department of Commerce IT Security Policy and the relevant National Institute of Standards and Technology (NIST) computer security publications, including NIST SP 800-37, Guide for the Security Certification and Accreditation of Federal Information Systems; and NIST SP 800-53 Revision 1, Recommended Security Controls for Federal Information Systems.
In accordance with the requirements of the Federal Information Security Management Act of 2002 (FISMA), a Security Certification and Accreditation (C&A) was completed for this system and is current and in force.  The C&A process is an audit of policies, procedures, controls, and contingency planning, required to be completed for all federal government IT systems every three years.

Administrative Controls: 

Access to CBS is only permitted to individuals with a business need to use the system.  All users must have adequate clearance completed as well as sign a Rules of Behavior document.  In addition, users are given access based on role, meaning they can only see what they need to see for the functions of their job.  All users are required to complete annual Security Awareness Training. 

Access to the CSC Portal is not restricted, however access to secure content posted to the CSC Portal is restricted to individuals with a business need to view the content.  Users with a business need to view secure content are required to complete the CSC Portal User Application Form in order to be granted access to view secure content.

Access to the Modernization Blueprint Portal is restricted to individuals with a business need to use the application.  All users must complete the CSC Portal User Application Form (a section for MB Portal access is located on the CSC Portal User Application Form) to obtain access and all access forms are reviewed by an Operating Unit approver prior to access being granted.  After approval, users are assigned a role which restricts access according to business need.

Access to the CARTS application is restricted to individuals with a business need to use the application.  All users must complete the CSC Portal User Application Form (a section for CARTS access is located on the CSC Portal User Application Form) in order to be granted access to CARTS with supervisor approval.  

Technical Controls:  

CBS is generally an internal application, meaning that there is no access to the system from the internet.  In some cases, remote access is allowed for select users with a business need for such access.  In such instances, two-factor authentication is required for this type of access.  Access to CBS is normally controlled by username and password.  Password length and duration of validity follow Department of Commerce standards as outlined in Appendix G of the IT Security Program Policy and Minimum Implementation Standards.  An access log is maintained and reviewed for any improprieties.  In addition, the CBS system logs changes to tables containing PII/BII.

The CSC Portal and MB Portal are accessible via Department of Commerce networks.  Access to the portals is controlled by user name and password (where applicable – username and password are not required for the CSC Portal unless users have a business need to view secure content).  Password length and duration of validity follow Department of Commerce standards as outlined in Appendix G of the IT Security Program Policy and Minimum Implementation Standards.  An access log is maintained and reviewed for any improprieties.  In addition the MB Portal application logs changes to tables containing PII through the use of standard database fields such as create date, last updated date and the username that created and/or updated the record.

The CARTS application will be accessible via the CSC Portal.  Access to the CARTS application is controlled by user ID and password.  Password length and duration of validity follow Department of Commerce standards as outlined in Appendix G of the IT Security Program Policy and Minimum Implementation Standards.  An access log is maintained and reviewed for any improprieties.

Data Extract Log and Verify Requirement:
With regard to Data Extract Logging requirements specified in OMB M-06-16 and reiterated in OMB M-07-16, CBS has controls in place that severely limit the number of users who are able to perform data extracts.  The CBS application is designed in such a way that normal users do not have privileges in the database itself.  CBS Management is currently working with Operating Units to identify additional technical controls to the Data Extract Logging requirement.  Administrative controls in place to prevent such activity include Security Awareness Training, Rules of Behavior, and System Use notification.

7.   Is a system of records being created under the Privacy Act, 5 U.S.C. 552a?
No.  CBS is not a new system.

CBS Accounts Receivable is covered under an existing Privacy Act system of records notice for DEPT-2, Accounts Receivable. 
8.   Are these records covered by an approved records control schedule?

The retention period for these records is guided by the General Records Schedules (GRS), which are issued by the National Archives and Records Administration (NARA) to provide disposition authorization for records common to several or all agencies of the Federal Government.  In accordance with GRS 20, item 3, electronic versions of records scheduled for disposal may be deleted at the expiration of the retention period authorized by the GRS for the equivalent paper copies or when no longer needed, whichever is later.   GRS 6, item 1 authorizes the disposal of the equivalent paper copies six years and three months after the period covered by the account, EXCEPT:  Accounts and supporting documents pertaining to American Indians are not authorized for disposal. Such records must be retained indefinitely since they may be needed in litigation involving the Government's role as trustee of property held by the Government and managed for the benefit of American Indians.
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